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When PostalSoft assigns (matches) an address, it creates a four-digit status code that tells how the Input address differs 
from the "Ideal” address. The status code consists of a letter followed by three numbers. Only the second and third digits 
are relevant to the verification process, therefore, the first and fourth digits may be ignored. 






Serial No. 09/994,556 
Filed. November 26, 2001 f , 

Title. SYSTEM AND METHOD FOR 
AUTHENTICATION OF NETWORK USERS 

Attorney Docket 40125/264743 
Page 7 of 39 


7/39 


POSTAL SOFT STATUS CODE ACTION MATRIX (EXAMPLE) | 

Digit 3 | 
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VP 
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VP 
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> 
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VP 

VP 

VP 
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VP 

VP 

a 
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VP 

VP 
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B 

1 
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9 

VP 

VP 

VP 

VP 

CL 

a 

a 
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VP 

VP 

VP 1 

to 

9 

9 
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CL 

> 

VP 
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a 

a 
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VP 
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9 
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> 
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9 
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VP On the first attempt present this message: "Please verify that the address you have entered is correct and re-submit 
On the second and last attempt log the transaction results and proceed to Area Code Validation. 
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When PostalSoft cannot assign (match) an address, it creates an 
error code that tells why the address could not be assigned. 


POSTAL SOFT ERROR CODE ACTION MATRIX 
(EXAMPLE) 


Action 1 

Error Code 

Attempt 1 

Attempt 2 

El 01 

V 

M 

E212 

V 

M 

E213 

V 

M 

E214 

V 

M 

E216 

V 

P 

E302 

V 

P 

E412 

V 

P 

E413 

V 

P 

E420 

V 

P 

E421 

V 

P 

E422 

V 

P 

E423 

V 

P 

E425 1 

V 

P 

E427 

V 

P 

E428 

V 

P 

E429 

V 

P 

E430 

V 

P 

E431 

V 

P 

E500 

V 

P 

E501 

M 

- 

E502 

V 

M 


V 

P 


V 

P 

E600 

V 

M 


\ 


156 


Action Code Definitions 

V Present this message: “Please verity that the address you have entered 
is correct and re-submit.” 

M Log transaction results and present this message: “We are unable to 
immediately authenticate your identity with the information you have 
provided. Someone from our Customer Support department will contact 
you within the next 24 hours. If you need to speak with someone 
immediately, please call Customer Support at 1-800-999-9999.” 

P Log transaction results and proceed to Area Code Validation. 

FIG.10 
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Transaction Data Required for Transaction Logs 
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Mother’s Maiden Name 


Year of Hiah School Graduation 


Number of Siblinas 


E-Mail Address 



* Information received on the application will be stored exactly as provided by 
the consumer on the application form. 


Processing Re 
Process Component 

suits 

Process Status Code 


Process Score 


Date / Time 



Valid Process Components 
SSN Validation 

Valid Process Scores 
Pass. Fail 

Address Validation 

RF 

Area Code Validation 

RF 

Drivers License Format Validation 

RF 

ACRO ID Compare 

Big, Regular, Possible, No Flit 

MetroMail ID Compare 

B,R,R N 

Drivers License ID Compare 

B.R.RN 

Customer List ID Compare 

B.R.RN 

Trade Line Test 

B,R,RN 

Manual Evaluation 

B.R.RN 

ID Decision 

B.R.RN 


Va/i 

Status Code 

not assigned 

i Process Status Codes 

Description 
Process Complete 

notassioned 

Process Complete - Flaaaed for Manual 

notassianed 

Aborted - Comm Error 

not assigned 

Aborted - System Error 

not assigned 

Aborted - Sent to Manual 










SSN Vaiic 
SSN Edit Checks 

iation Data 
Pass. Fail Not Invoked 

SSN Issued Check 

REN 

SSN Deceased 

REN 

SSN Fraud 

REN 

Table Version No(s) 



FIG. 14 
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PostalSoft Out , jc 

Output Address 

tut 

Status or Error Code 


Record TvDe 


Directory Version 


Program Version 



ACRO ID Co 
Files Returned 

mpare Data 

0.1. 2. 3.4 

Fraud Victim 

M N 

Safescan Code 


L90 Search Score 



Choice Point Drivers License 
CP # of Candidates Returned 
CP PI 51 Classification 

? iD Compare Data 
RS = Report Subject 

CP Name - Last 


CP Name - First 


CP Name - Middle 


CP Name - Suffix 


CP Date of Birth 


CP Gender 


CPSSN 


CP FSI - Name - Last 

Match. Discrepancy, blank 

CP FSI - Name - First 

M. D. blank 

CP FSI -Name -Middle 

M. Q blank 

CP FSI - Name - Suffix 

M. D. blank 

CP FSI - Date of Birth 

M. D blank 

CP FSI - Gender 

M. D blank 

CP FSI - SSN 

M. D. blank 

CP DL51 Classification 

CP = Current Personal 
CL = Current Learner’s Permit 
CC = Current Commercial 
PP = Previous Personal 
PC = Previous Commercial 

CP Driver’s License Number 


CP Driver’s License State 


CP FSI Driver’s License Nbr 

M, D, blank 

CP FSI - Driver’s License State 

M. D. blank 

CP Driver’s License Expiration 
Date 

possible future enhancement 

CP Driver’s License Issue 
Date 

possible future enhancement 

CPAL51 Classification 

RA= Residence Address 
FA = Former Address 

CP Address - House Number 


ChoicePoint Drivers License iD Compare Data (cont) | 


FIG. 15 




inventor: rrencn, j. et ai. 

Serial No. 09/994,586 

Filed November 26, c209i t 

Title: SYSTEM AND METHOD FOR 

AUTHENTICATION OF NETWORK USERS 

Attorney Docket: 40125/264743 

Page 14 of 39 


14/39 


112 

J 


CP Address - Sreet Name 


CP Address - Apartment 
Number 


CP Address - Citv 


CP Address - State 


CP Address - Zip 


CP Address - Zip Code + 4 


CP FSI - Address - House 
Number 

M, D, blank 

CP FSI - Address - Street 
Name 

M, D, blank 

CP FSI - Address - Apt Number 

M. D. blank 

CP FSI - Address - Citv 

M. D. blank 

CP FSI - Address - State 

M. D. blank 

CP FSI - Address - Zip Code 

M. D. blank 

CP FSI - Address - Zip Code + 4 

M. D. blank 


* CP = Choicepoint 


MetroNet ID Compare 

MN Name 

Data 

MN Address 


MN Phone Number 


MN Primarv Response Code 


MN Nm/Add Verification Response Code 


MN Phone Verification Response Code 


MN EDA Request 

YN 

MN EDA Request Confidence Code 

Null, if EDA Check = ‘N’ 


* MN = MetroNet 


Trade Line Test Dal 

Trade Tvoe 

l a 

M.AR S.G 

Date Opened 


Lender Name 


Lender - Multiple Choice Options* 


Lender - Consumer Response 


Terms or Monthly Pmt 


Terms or Monthly Pmt - MC Options* 


Terms or Monthly Pmt - Consumer Reso 



* Multiple Choice Options should be stored in the order presented to the 
consumer and with the correct response included. 


FIG.16 




Pattern Recognition Criteria 
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Match Name 


Pattern Recognition Match Action 


Number of Sessions Action 
(returned from Pattern 
Recognition) 


Same Consumer 


Same Consumer 


Same Consumer 


Same E-mail/Different 
Customer/Different Consumer 


Same E-mail/Different 
Customer/Drfferent Consumer 


Same E-mail/Different 
Customer/Different Consumer 


Same E-maii/Same 
Customer/Different Consumer 


Same E-mail/Same 
Customer/Different Consumer 


Same E-mail/Same 
Customer/Different Consumer 


me Last Name/Same IP 
Address 


Same Last Name/Same IP 
Address 


Same Last Name/Same IP 
Address 


Same Address/Same 
SSN/Different Last Name 


Same Address/Same 
SSN/Different Last Name 


Same Address/Same 
SSN/Different Last Name 


Same Address/Different 
SSN/Same Last Name 


Same Address/Different 
SSN/Same Last Name 


Same Address/Different 
SSN/Same Last Name 


6 for 6 


6 for 6 


6 for 6 


Same Application 


Same Application 


ame Application 



revious QILT 


ted Fraud: lock out 


new QILT 


new QILT 


Suspected Fraud: lock out 


new QILT 


new QILT 


Suspected Fraud: lock out 


new QILT 


new QILT 


Suspected Fraud: lock out 


new QILT 


new QILT 


Suspected Fraud: lock out 


new QILT 


new QILT 


Suspected Fraud: lock out 


new QILT 


new QILT 


Suspected Fraud: lock out 


new QILT 


new QILT 


Suspected Fraud: lock out 
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FIG.20 






















TRADE LINE TEST WEIGHT ASSIGNMENT MATRIX FOR QUESTION TYPES (EXAMPLE) (%) 
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PROCESS RESULTS 


ACRO MetroNet ChoicePoint Trade Line Test 
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918 


CERTAINTY SCORES FOR ID DECISIONING \ 

PROCESS RESULTS 

CERTAINTY SCORE ] 

ACRO 

MetroNet 

Choice Point 

Trade Line Test 

Standard 

Custom 

JbJ 



R 

N 

s 


_N 

JN 

_B 

N 

5 


M 

_N 

R 

N 

5 




N 

_E 

N 

1 


N 

_N 

P 

N 

1 


_N 

N 

P 

N 

1 




_U 

P 

N 

1 


_N 

N 

N 

N 

0 


N 

_N 

N 

N 

0 


N 



N 

N 



N 

N 

N 

N 

0 
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equifax Identity Verification Center 


Interactive Query 

To apply for your digital certificate, you must enter the information requested below 
Required fields are BOLD. 


Personal Identification Information 

Your Name 

First | Paul 

Middle || m 
Last | Benton 
Suffix H M 

Gender o Female 

©Male 

Social Security Number 1222-01-4147 


Date of Birth Month HI 
Maiden Name r" 

(if applicable) 1 


ISS3 DayQjzEH Year [[III! 


email Address 

(reenter for 
confirmation) 

Current Address 

Address 
Line 2 
City 
State 
Zip 

County/Parish 

Time at Current 
Address 
Former Address 
(Required if current address less than 2 years) 




FIG.31 
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Address I 8544 Fulton Industrial Blvd 
Line 2 | 

City | Atlanta ~ 

State |gaM 
Zip 130396 | 

County/Parish 1 Fulton 


Phone Number Information 


Phone Numbers may be formatted (nnn)nnn-nnnn , or nnn-nnn-nnnn , or n 

Home Phone Number | (770 > 592-3673 


Has the area code of your home phone [no" I ▼! 
number changed in the last 6 months? 1 


Have you had your current home phone] 
number for more than 4 months? 
Is your home phone number published?! 


Emu 


Work Phone Number [ 


Extension | | 

Driver’sLicense Information 

Do you have or have you ever had a driver’s license? o Yes 


(number and state required if yes) 


Ono 


Driver’s License Number |b36492014 


State of Issue Iga !▼! 


Driver’s License Address o Same as Current Address 
(Address required if different) O Same as Former Address 



Please enter the following information. 

It will be used for additional security 

FIG.32 


Mother’s Maiden Name 

Year of High School Graduation (yyyy) 

Number of siblings (including half and step siblings) 


.33 I Submit Request I 1 Cancel Request | 
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4. Please choose the range within which your monthly payments fall for 
previously referenced account If you make bi-weekly payments multiply 
that payment by 2.17 to calculate the monthly payment 


O $375 -$424 
® $425 -$474 
O $475 -$524 
O $525 -$574 
ONONE OF THE ABOVE 


1 Submit Request | 


Cancel Request | 


FIG.35 


equifax Identity Verificat ion Cente r 


Interactive Query 


You have been successfully authenticated. 

To get your digital certificate, click the continue button. 


Continue | 


FIG. 36 
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Equifax User Enrollment 

Enrollment Status 


The Challenge Response you entered does not match the one in our records. Please 
re-type and click Check Enrollment Status again. If the problem persists, contact the 
system administrator. 


To check the status of your user enrollment please enter the Challenge 
Response exactly as you did when you submitted your enrollment request 

Check User Enrollment Status 


Challenge Question: What is Hash’s favorite Hash ? 
Challenge Response: Ishai 


Check Enrollment Status 


FIG.37 
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Equifax User Enrollment 

Submit Enrollment Request 


To enroll yourself and obtain a certificate to access Equifax’s secure network: 


1 . Verify and submit the user enrollment form below. 

2. Make sure you enter a Challenge Question of your choice (e.g. “What is 
the last 4 digits of your home phone number?”) and the corresponding 
Challenge Response (e.g. “2145”). When checking your enrollment status 
later, you must provide the same Challenge Response. Unlike a typical 
password protection, the Challenge Question/Response combination is much 
easier to recall after a long period of time. Since the Challenge Response is 
case-sensitive, you may want to use all lower-case or all upper-case letters. 

3. Follow instructions to bookmark the screen that allows you to check your 
enrollment status later. 

4. On the Check Status screen, enter your Challenge Response to check the 
status of your enrollment request 

5. If your request is approved, your certificate will be downloaded 
automatically 

6. Follow instructions to confirm you r certificate. 


Direct User Enrollment 

First Name: Paul 
Last Name: Benton 

E-mail Address: pbenton@mycompany.com 
Challenge Question: I what is Hash's favorite Hash 

Challenge Response: I shai 


Verify and Submit 


Exit and Re-authenticate | 


FIG. 38 
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Equifax 

Certificate Central 


Certificate Central is the starting point for actual certificate issuance 

If you have any questions on Certificate Enrollment, please read the Eauifax Certificate 
Enrollment Frequently Asked Questions and Answers for further information. 

What browsers are supported for certificate enrollment? 

Certificate enrollment supports Netscape Navigator 3.x, Navigator and 
Communicator 4.x, and Microsoft Internet Explorer 4.x with JavaScript enabled. 


Equifax Certificate Enrollment 

Mr. Benton, to request your certificate based on your successsful authentication, 
press the GO button. 



FIG. 39 
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FIG.40 
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